import requests
import sys

# Configuration Variables
IDRAC_IP = 'your_idrac_ip'
IDRAC_USERNAME = 'your_username'
IDRAC_PASSWORD = 'your_password'
VERIFY_SSL = False  # For production, set to True with proper SSL cert handling

# Headers for requests
HEADERS = {
    'Content-Type': 'application/json',
    'Authorization': f'Basic <encoded_credentials>'  # Replace <encoded_credentials> with actual Base64-encoded 'username:password' string
}

def get_sessions():
    """Fetches all active iDRAC sessions."""
    url = f'https://{IDRAC_IP}/redfish/v1/SessionService/Sessions'
    response = requests.get(url, headers=HEADERS, verify=VERIFY_SSL)
    if response.status_code != 200:
        print("Failed to retrieve sessions.")
        sys.exit(1)
    return response.json()

def delete_session(session_id):
    """Deletes a specific iDRAC session."""
    url = f'https://{IDRAC_IP}/redfish/v1/SessionService/Sessions/{session_id}'
    response = requests.delete(url, headers=HEADERS, verify=VERIFY_SSL)
    if response.status_code == 200:
        print(f"Session {session_id} deleted successfully.")
    else:
        print(f"Failed to delete session {session_id}. Status code: {response.status_code}")

if __name__ == "__main__":
    sessions = get_sessions()
    for session in sessions.get('@odata.id', []):
        session_id = session.split('/')[-1]
        delete_session(session_id)
